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Accelerate business outcomes - Azure Essentials resource kit

In this resource kit, you’ll 
discover Microsoft’s best 
practices for approaching key 
business priorities from AI to 
resiliency with methodology to 
help you maximize your business 
value with confidence

This kit provides step-by-step guidance for 
you to enhance your cloud and AI investments 
across common scenarios to help you:

• Successfully adopt AI and build 
new AI-infused apps.

• Migrate and modernize your workloads, 
infrastructure, and databases.

• Unify your data platform and empower 
your developers.

• Proactively keep critical workloads                
reliable and secure.



Empower your cloud and AI journey
Azure Essentials provides technical methodologies and tools to accelerate your cloud and AI adoption journey

Gain an edge 
when getting 
started

• Establish a foundation 
at the start of every 
project for successful 
cloud and AI adoption.

Achieve 
architectural 
excellence

• Implement with the 
latest design and 
governance to achieve 
reliable, secure and 
sustainable projects.

Enable 
continuous 
improvement

• Manage and optimize 
every project to deliver 
business and IT 
objectives

Readiness 
and 

foundation

Design 
and govern

Manage 
and 

optimize

security



Common scenarios for new Azure projects
From transforming your stance on Azure to cloud management, choose the scenario
that best matches your needs:

Innovate with Azure AI Apps and Agents

Innovate with 
Azure AI Apps 
and Agents

Migrate and 
Modernize your 
Estate

Unify your Data 
Platform



Proactive Resiliency for existing Azure projects
Building and managing resilient workloads is key to success in the cloud.

Azure Proactive
Resiliency



Innovate with AI apps and agents



Innovate with AI apps and agents
Essentials for getting AI ready
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Innovate 
with AI 

apps and 
agents

• Adopt financial best practices

• Pricing

• Ideation

• Data & app migration

• Skilling

• Platform landing zone

• Trustworthy AI: security, privacy and transparency

• Architectural guidance for AI workloads

• API Management

• GenAIOps

• Data governance and security

• Monitoring and security

• Management and optimization

• Architectural assessments and remediations

• Establish an AI CoE

Readiness 
and 

foundation

Design 
and govern

Manage 
and 

optimize

security



Resources for Readiness and Foundation

Adopt financial 
best practices

• Cost optimization 
of AI workloads

• How to forecast 
AI services costs 
in cloud

• FinOps 
Framework

• Assessments | 
FinOps Review

Pricing

• Azure pricing 
calculator

• Azure OpenAI 
capacity calculator

• PTU Reservations 
Blog

• PTU MS Learn Page

• Pricing Blog

Skilling

• Azure AI 
Fundamentals

• Azure AI 
Engineer 
Associate

• Azure Data 
Scientist 
Associate

• Transform your 
business with 
Microsoft AI

Data 
collocation

• Build a business 
case

• Azure Migrate 
Overview

• Migration tools

• Migration FAQ

AI CoE

• GenAI CoE ebook

• CAF AI CoE 
guidance

• Cloud Center of 
Excellence functions

Platform 
Landing Zone

• Landing Zone 
deployment options

• ISV considerations

• Get landing zone 
help

• Landing zone FAQ

• What is Zero Trust? 

• Security in landing 
zones

Innovate 
with AI 

apps and 
agents

https://www.finops.org/wg/cost-estimation-of-ai-workloads/
https://www.finops.org/wg/cost-estimation-of-ai-workloads/
https://www.finops.org/wg/cost-estimation-of-ai-workloads/
https://www.finops.org/wg/how-to-forecast-ai-services-costs-in-cloud/
https://www.finops.org/wg/how-to-forecast-ai-services-costs-in-cloud/
https://www.finops.org/wg/how-to-forecast-ai-services-costs-in-cloud/
https://www.finops.org/wg/how-to-forecast-ai-services-costs-in-cloud/
https://www.finops.org/framework/
https://www.finops.org/framework/
https://www.finops.org/framework/
https://learn.microsoft.com/en-us/assessments/ad1c0f6b-396b-44a4-924b-7a4c778a13d3/
https://learn.microsoft.com/en-us/assessments/ad1c0f6b-396b-44a4-924b-7a4c778a13d3/
https://learn.microsoft.com/en-us/assessments/ad1c0f6b-396b-44a4-924b-7a4c778a13d3/
https://azure.microsoft.com/en-us/pricing/calculator/
https://azure.microsoft.com/en-us/pricing/calculator/
https://azure.microsoft.com/en-us/pricing/calculator/
https://oai.azure.com/portal/calculator
https://oai.azure.com/portal/calculator
https://oai.azure.com/portal/calculator
https://aka.ms/azure-pricing-provisioned-reservations-blog
https://aka.ms/azure-pricing-provisioned-reservations-blog
https://aka.ms/azure-pricing-provisioned-reservations-blog
https://learn.microsoft.com/en-us/azure/ai-services/openai/concepts/provisioned-throughput
https://learn.microsoft.com/en-us/azure/ai-services/openai/concepts/provisioned-throughput
https://azure.microsoft.com/en-us/blog/get-the-best-value-in-your-cloud-journey-with-azure-pricing-offers-and-resources/
https://azure.microsoft.com/en-us/blog/get-the-best-value-in-your-cloud-journey-with-azure-pricing-offers-and-resources/
https://learn.microsoft.com/certifications/azure-ai-fundamentals/
https://learn.microsoft.com/certifications/azure-ai-fundamentals/
https://learn.microsoft.com/certifications/azure-ai-fundamentals/
https://learn.microsoft.com/certifications/azure-ai-engineer/
https://learn.microsoft.com/certifications/azure-ai-engineer/
https://learn.microsoft.com/certifications/azure-ai-engineer/
https://learn.microsoft.com/certifications/azure-ai-engineer/
https://learn.microsoft.com/certifications/azure-data-scientist/
https://learn.microsoft.com/certifications/azure-data-scientist/
https://learn.microsoft.com/certifications/azure-data-scientist/
https://learn.microsoft.com/certifications/azure-data-scientist/
https://learn.microsoft.com/en-us/training/paths/transform-your-business-with-microsoft-ai/?culture=en-us&country=us
https://learn.microsoft.com/en-us/training/paths/transform-your-business-with-microsoft-ai/?culture=en-us&country=us
https://learn.microsoft.com/en-us/training/paths/transform-your-business-with-microsoft-ai/?culture=en-us&country=us
https://learn.microsoft.com/en-us/training/paths/transform-your-business-with-microsoft-ai/?culture=en-us&country=us
https://learn.microsoft.com/en-us/azure/migrate/how-to-build-a-business-case
https://learn.microsoft.com/en-us/azure/migrate/how-to-build-a-business-case
https://learn.microsoft.com/en-us/azure/migrate/how-to-build-a-business-case
https://learn.microsoft.com/en-us/azure/migrate/
https://learn.microsoft.com/en-us/azure/migrate/
https://learn.microsoft.com/en-us/azure/migrate/
https://learn.microsoft.com/en-us/azure/migrate/how-to-migrate
https://learn.microsoft.com/en-us/azure/migrate/how-to-migrate
https://learn.microsoft.com/en-us/azure/migrate/resources-faq
https://learn.microsoft.com/en-us/azure/migrate/resources-faq
http://aka.ms/Azure_GenAICoE
http://aka.ms/Azure_GenAICoE
https://learn.microsoft.com/en-us/azure/cloud-adoption-framework/scenarios/ai/center-of-excellence
https://learn.microsoft.com/en-us/azure/cloud-adoption-framework/scenarios/ai/center-of-excellence
https://learn.microsoft.com/en-us/azure/cloud-adoption-framework/scenarios/ai/center-of-excellence
https://learn.microsoft.com/en-us/azure/cloud-adoption-framework/organize/cloud-center-of-excellence
https://learn.microsoft.com/en-us/azure/cloud-adoption-framework/organize/cloud-center-of-excellence
https://learn.microsoft.com/en-us/azure/cloud-adoption-framework/organize/cloud-center-of-excellence
https://learn.microsoft.com/en-us/azure/architecture/landing-zones/landing-zone-deploy
https://learn.microsoft.com/en-us/azure/architecture/landing-zones/landing-zone-deploy
https://learn.microsoft.com/en-us/azure/architecture/landing-zones/landing-zone-deploy
https://learn.microsoft.com/en-us/azure/cloud-adoption-framework/ready/landing-zone/isv-landing-zone?tabs=mg-env-no%2Cminimal
https://learn.microsoft.com/en-us/azure/cloud-adoption-framework/ready/landing-zone/isv-landing-zone?tabs=mg-env-no%2Cminimal
https://learn.microsoft.com/en-us/azure/cloud-adoption-framework/ready/landing-zone/partner-landing-zone
https://learn.microsoft.com/en-us/azure/cloud-adoption-framework/ready/landing-zone/partner-landing-zone
https://learn.microsoft.com/en-us/azure/cloud-adoption-framework/ready/landing-zone/partner-landing-zone
https://learn.microsoft.com/en-us/azure/cloud-adoption-framework/ready/enterprise-scale/faq
https://learn.microsoft.com/en-us/azure/cloud-adoption-framework/ready/enterprise-scale/faq
https://learn.microsoft.com/en-us/security/zero-trust/zero-trust-overview
https://learn.microsoft.com/en-us/security/zero-trust/zero-trust-overview
https://learn.microsoft.com/en-us/azure/cloud-adoption-framework/ready/landing-zone/design-area/security
https://learn.microsoft.com/en-us/azure/cloud-adoption-framework/ready/landing-zone/design-area/security
https://learn.microsoft.com/en-us/azure/cloud-adoption-framework/ready/landing-zone/design-area/security


Resources for Design and Govern  

Responsible AI 
principles

• Azure 
Confidential 
Computing

• Responsible AI 
Tools and 
Practices

• Responsible AI 
Impact 
Assessment

Azure AI Content 
Safety

• Azure AI Content 
Safety

• Learn how to build 
responsible AI

• Azure AI Content 
Safety – Pricing

• Azure AI Content 
Safety – videos 

Data governance, 
security, privacy and 

compliance

• Introducing modern 
data governance for 
the era of AI

• Best practice for 
data and AI 
governance 

• Unpacking AI 
governance to 
shape digital 
transformation

Architectural 
Guidance

• Baseline OpenAI 
end-to-end chat 
reference 
architecture

• Access Azure 
OpenAI and other 
language models 
through a gateway

• Azure OpenAI chat 
baseline 
architecture in an 
Azure landing zone

GenAIOps

• Assessment

• GenAIOps with 
prompt flow and 
GitHub

• Designing and 
developing a RAG 
solution

• Prompt flow in Azure 
AI Foundry

• Build apps with LLM 
Workshop

Innovate 
with AI 

apps and 
agents

https://azure.microsoft.com/en-us/solutions/confidential-compute/
https://azure.microsoft.com/en-us/solutions/confidential-compute/
https://azure.microsoft.com/en-us/solutions/confidential-compute/
https://azure.microsoft.com/en-us/solutions/confidential-compute/
https://www.microsoft.com/en-us/ai/tools-practices
https://www.microsoft.com/en-us/ai/tools-practices
https://www.microsoft.com/en-us/ai/tools-practices
https://www.microsoft.com/en-us/ai/tools-practices
https://blogs.microsoft.com/wp-content/uploads/prod/sites/5/2022/06/Microsoft-RAI-Impact-Assessment-Template.pdf?culture=en-us&country=us
https://blogs.microsoft.com/wp-content/uploads/prod/sites/5/2022/06/Microsoft-RAI-Impact-Assessment-Template.pdf?culture=en-us&country=us
https://blogs.microsoft.com/wp-content/uploads/prod/sites/5/2022/06/Microsoft-RAI-Impact-Assessment-Template.pdf?culture=en-us&country=us
https://blogs.microsoft.com/wp-content/uploads/prod/sites/5/2022/06/Microsoft-RAI-Impact-Assessment-Template.pdf?culture=en-us&country=us
https://learn.microsoft.com/en-us/azure/ai-services/content-safety/concepts/groundedness
https://learn.microsoft.com/en-us/azure/ai-services/content-safety/concepts/groundedness
https://learn.microsoft.com/en-us/azure/ai-services/content-safety/concepts/groundedness
https://go.microsoft.com/fwlink/?linkid=2235134&clcid=0x409
https://go.microsoft.com/fwlink/?linkid=2235134&clcid=0x409
https://go.microsoft.com/fwlink/?linkid=2235134&clcid=0x409
https://azure.microsoft.com/en-us/pricing/details/cognitive-services/content-safety/
https://azure.microsoft.com/en-us/pricing/details/cognitive-services/content-safety/
https://azure.microsoft.com/en-us/pricing/details/cognitive-services/content-safety/
https://azure.microsoft.com/en-us/pricing/details/cognitive-services/content-safety/
https://azure.microsoft.com/en-us/pricing/details/cognitive-services/content-safety/
https://aka.ms/rai-playlist
https://aka.ms/rai-playlist
https://aka.ms/rai-playlist
https://aka.ms/rai-playlist
https://aka.ms/rai-playlist
https://azure.microsoft.com/en-us/blog/introducing-modern-data-governance-for-the-era-of-ai/
https://azure.microsoft.com/en-us/blog/introducing-modern-data-governance-for-the-era-of-ai/
https://azure.microsoft.com/en-us/blog/introducing-modern-data-governance-for-the-era-of-ai/
https://azure.microsoft.com/en-us/blog/introducing-modern-data-governance-for-the-era-of-ai/
https://www.bing.com/ck/a?!&&p=9f1ea5f2adfc50c0JmltdHM9MTcxOTg3ODQwMCZpZ3VpZD0zYmZiNjk2OS1mZjY2LTZiY2QtMjY1Ny03OTkxZmVkNTZhZTYmaW5zaWQ9NTI3Mw&ptn=3&ver=2&hsh=3&fclid=3bfb6969-ff66-6bcd-2657-7991fed56ae6&psq=data+governance+azure+ai&u=a1aHR0cHM6Ly9sZWFybi5taWNyb3NvZnQuY29tL2VuLXVzL2F6dXJlL2RhdGFicmlja3MvbGFrZWhvdXNlLWFyY2hpdGVjdHVyZS9kYXRhLWdvdmVybmFuY2UvYmVzdC1wcmFjdGljZXM&ntb=1
https://www.bing.com/ck/a?!&&p=9f1ea5f2adfc50c0JmltdHM9MTcxOTg3ODQwMCZpZ3VpZD0zYmZiNjk2OS1mZjY2LTZiY2QtMjY1Ny03OTkxZmVkNTZhZTYmaW5zaWQ9NTI3Mw&ptn=3&ver=2&hsh=3&fclid=3bfb6969-ff66-6bcd-2657-7991fed56ae6&psq=data+governance+azure+ai&u=a1aHR0cHM6Ly9sZWFybi5taWNyb3NvZnQuY29tL2VuLXVzL2F6dXJlL2RhdGFicmlja3MvbGFrZWhvdXNlLWFyY2hpdGVjdHVyZS9kYXRhLWdvdmVybmFuY2UvYmVzdC1wcmFjdGljZXM&ntb=1
https://www.bing.com/ck/a?!&&p=9f1ea5f2adfc50c0JmltdHM9MTcxOTg3ODQwMCZpZ3VpZD0zYmZiNjk2OS1mZjY2LTZiY2QtMjY1Ny03OTkxZmVkNTZhZTYmaW5zaWQ9NTI3Mw&ptn=3&ver=2&hsh=3&fclid=3bfb6969-ff66-6bcd-2657-7991fed56ae6&psq=data+governance+azure+ai&u=a1aHR0cHM6Ly9sZWFybi5taWNyb3NvZnQuY29tL2VuLXVzL2F6dXJlL2RhdGFicmlja3MvbGFrZWhvdXNlLWFyY2hpdGVjdHVyZS9kYXRhLWdvdmVybmFuY2UvYmVzdC1wcmFjdGljZXM&ntb=1
https://www.bing.com/ck/a?!&&p=9f1ea5f2adfc50c0JmltdHM9MTcxOTg3ODQwMCZpZ3VpZD0zYmZiNjk2OS1mZjY2LTZiY2QtMjY1Ny03OTkxZmVkNTZhZTYmaW5zaWQ9NTI3Mw&ptn=3&ver=2&hsh=3&fclid=3bfb6969-ff66-6bcd-2657-7991fed56ae6&psq=data+governance+azure+ai&u=a1aHR0cHM6Ly9sZWFybi5taWNyb3NvZnQuY29tL2VuLXVzL2F6dXJlL2RhdGFicmlja3MvbGFrZWhvdXNlLWFyY2hpdGVjdHVyZS9kYXRhLWdvdmVybmFuY2UvYmVzdC1wcmFjdGljZXM&ntb=1
https://www.microsoft.com/en-us/industry/microsoft-in-business/era-of-ai/2024/05/02/unpacking-ai-governance-to-shape-digital-transformation/
https://www.microsoft.com/en-us/industry/microsoft-in-business/era-of-ai/2024/05/02/unpacking-ai-governance-to-shape-digital-transformation/
https://www.microsoft.com/en-us/industry/microsoft-in-business/era-of-ai/2024/05/02/unpacking-ai-governance-to-shape-digital-transformation/
https://www.microsoft.com/en-us/industry/microsoft-in-business/era-of-ai/2024/05/02/unpacking-ai-governance-to-shape-digital-transformation/
https://www.microsoft.com/en-us/industry/microsoft-in-business/era-of-ai/2024/05/02/unpacking-ai-governance-to-shape-digital-transformation/
https://learn.microsoft.com/en-us/azure/architecture/ai-ml/architecture/baseline-openai-e2e-chat
https://learn.microsoft.com/en-us/azure/architecture/ai-ml/architecture/baseline-openai-e2e-chat
https://learn.microsoft.com/en-us/azure/architecture/ai-ml/architecture/baseline-openai-e2e-chat
https://learn.microsoft.com/en-us/azure/architecture/ai-ml/architecture/baseline-openai-e2e-chat
https://learn.microsoft.com/en-us/azure/architecture/ai-ml/architecture/baseline-openai-e2e-chat
https://learn.microsoft.com/en-us/azure/architecture/ai-ml/architecture/baseline-openai-e2e-chat
https://learn.microsoft.com/en-us/azure/architecture/ai-ml/architecture/baseline-openai-e2e-chat
https://learn.microsoft.com/en-us/azure/architecture/ai-ml/architecture/baseline-openai-e2e-chat
https://learn.microsoft.com/en-us/azure/architecture/ai-ml/architecture/baseline-openai-e2e-chat
https://learn.microsoft.com/en-us/azure/architecture/ai-ml/guide/azure-openai-gateway-guide
https://learn.microsoft.com/en-us/azure/architecture/ai-ml/guide/azure-openai-gateway-guide
https://learn.microsoft.com/en-us/azure/architecture/ai-ml/guide/azure-openai-gateway-guide
https://learn.microsoft.com/en-us/azure/architecture/ai-ml/guide/azure-openai-gateway-guide
https://learn.microsoft.com/en-us/azure/architecture/ai-ml/guide/azure-openai-gateway-guide
https://learn.microsoft.com/en-us/azure/architecture/ai-ml/architecture/azure-openai-baseline-landing-zone?wt.mc_id=chkittel_s_organicsocial_cnl
https://learn.microsoft.com/en-us/azure/architecture/ai-ml/architecture/azure-openai-baseline-landing-zone?wt.mc_id=chkittel_s_organicsocial_cnl
https://learn.microsoft.com/en-us/azure/architecture/ai-ml/architecture/azure-openai-baseline-landing-zone?wt.mc_id=chkittel_s_organicsocial_cnl
https://learn.microsoft.com/en-us/azure/architecture/ai-ml/architecture/azure-openai-baseline-landing-zone?wt.mc_id=chkittel_s_organicsocial_cnl
https://learn.microsoft.com/en-us/azure/architecture/ai-ml/architecture/azure-openai-baseline-landing-zone?wt.mc_id=chkittel_s_organicsocial_cnl
https://learn.microsoft.com/en-us/assessments/e14e1e9f-d339-4d7e-b2bb-24f056cf08b6/
https://learn.microsoft.com/en-us/assessments/e14e1e9f-d339-4d7e-b2bb-24f056cf08b6/
https://learn.microsoft.com/en-us/azure/machine-learning/prompt-flow/how-to-end-to-end-llmops-with-prompt-flow?view=azureml-api-2
https://learn.microsoft.com/en-us/azure/machine-learning/prompt-flow/how-to-end-to-end-llmops-with-prompt-flow?view=azureml-api-2
https://learn.microsoft.com/en-us/azure/machine-learning/prompt-flow/how-to-end-to-end-llmops-with-prompt-flow?view=azureml-api-2
https://learn.microsoft.com/en-us/azure/machine-learning/prompt-flow/how-to-end-to-end-llmops-with-prompt-flow?view=azureml-api-2
https://learn.microsoft.com/en-us/azure/machine-learning/prompt-flow/how-to-end-to-end-llmops-with-prompt-flow?view=azureml-api-2
https://learn.microsoft.com/en-us/azure/architecture/ai-ml/guide/rag/rag-solution-design-and-evaluation-guide
https://learn.microsoft.com/en-us/azure/architecture/ai-ml/guide/rag/rag-solution-design-and-evaluation-guide
https://learn.microsoft.com/en-us/azure/architecture/ai-ml/guide/rag/rag-solution-design-and-evaluation-guide
https://learn.microsoft.com/en-us/azure/architecture/ai-ml/guide/rag/rag-solution-design-and-evaluation-guide
https://learn.microsoft.com/en-us/azure/ai-studio/how-to/prompt-flow
https://learn.microsoft.com/en-us/azure/ai-studio/how-to/prompt-flow
https://learn.microsoft.com/en-us/azure/ai-studio/how-to/prompt-flow
https://github.com/microsoft/llmops-workshop
https://github.com/microsoft/llmops-workshop
https://github.com/microsoft/llmops-workshop


Resources for Manage and Optimize 

Monitoring

• Model monitoring for 
generative AI applications

• Inference data collection 
from models in production

• Shared Responsibility AI

Management 
and optimization

• Azure OpenAI Studio

• Service Benchmarking tool

• Resource utilization and 
efficiency

• Understand and optimize 
costs w/ the Cost 
optimization workbook

• Azure carbon optimization

• Optimize spend with savings 
plan and reserved instance

Proactive resiliency &  
security

• Azure Advisor

• Well-Architected Review -
MLOps

• Groundedness tests

• GovViz Tool

AI CoE

• GenAI CoE eBook

• GenAI CoE blog

• GenAI CoE training

• CAF AI CoE
guidance

• Cloud Center of 
Excellence functions

• Learn AI CoE

Innovate 
with AI 

apps and 
agents

https://learn.microsoft.com/en-us/azure/machine-learning/prompt-flow/how-to-monitor-generative-ai-applications?view=azureml-api-2
https://learn.microsoft.com/en-us/azure/machine-learning/prompt-flow/how-to-monitor-generative-ai-applications?view=azureml-api-2
https://learn.microsoft.com/en-us/azure/machine-learning/prompt-flow/how-to-monitor-generative-ai-applications?view=azureml-api-2
https://learn.microsoft.com/en-us/azure/machine-learning/concept-data-collection?view=azureml-api-2
https://learn.microsoft.com/en-us/azure/machine-learning/concept-data-collection?view=azureml-api-2
https://learn.microsoft.com/en-us/azure/machine-learning/concept-data-collection?view=azureml-api-2
https://learn.microsoft.com/en-us/azure/security/fundamentals/shared-responsibility-ai
https://learn.microsoft.com/en-us/azure/security/fundamentals/shared-responsibility-ai
https://aka.ms/ImprovedAOAIBenchmarkingTool
https://aka.ms/ImprovedAOAIBenchmarkingTool
https://aka.ms/ImprovedAOAIBenchmarkingTool
https://aka.ms/ImprovedAOAIBenchmarkingTool
https://learn.microsoft.com/en-us/azure/cost-management-billing/finops/capabilities-efficiency
https://learn.microsoft.com/en-us/azure/cost-management-billing/finops/capabilities-efficiency
https://learn.microsoft.com/en-us/azure/cost-management-billing/finops/capabilities-efficiency
https://learn.microsoft.com/en-us/azure/advisor/advisor-cost-optimization-workbook
https://learn.microsoft.com/en-us/azure/advisor/advisor-cost-optimization-workbook
https://learn.microsoft.com/en-us/azure/advisor/advisor-cost-optimization-workbook
https://learn.microsoft.com/en-us/azure/advisor/advisor-cost-optimization-workbook
https://learn.microsoft.com/en-us/azure/carbon-optimization/
https://learn.microsoft.com/en-us/azure/carbon-optimization/
https://techcommunity.microsoft.com/t5/azure-compute-blog/how-to-optimize-your-azure-compute-spend-with-savings-plan-and/ba-p/4076115
https://techcommunity.microsoft.com/t5/azure-compute-blog/how-to-optimize-your-azure-compute-spend-with-savings-plan-and/ba-p/4076115
https://techcommunity.microsoft.com/t5/azure-compute-blog/how-to-optimize-your-azure-compute-spend-with-savings-plan-and/ba-p/4076115
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Unify your data platform



Adopting analytics solutions on Azure

• Financial best practices

• Pricing

• Platform landing zone

• Migrate to cloud-based analytics

• Skilling

• Security within an end-to-end data analytics estate

• Adopt data analytics architectural best practice guidance

• Serve and make data available to your end users

• Visualization processes and strategies

• Govern your analytics (for data lineage and auditability)

• Monitoring and security

• Cost management and optimization

• Proactive resiliency of your analytics workloads
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Essentials for a successful adoption



Resources for Readiness and Foundation
Start here: Analytics Portal on Learn

Adopt financial
best practices

• FinOps on Azure
• Cost optimization 

training

Pricing

• Fabric pricing 
calculator

• Azure pricing 
calculator

• Understanding the 
Total Cost of 
Ownership Blog

• Pricing Blog

Platform 
Landing Zone

• Landing Zone 
deployment options

• ISV considerations

• Get landing zone 
help

• Landing zone FAQ

• What is 
infrastructure as 
code (IaC)?

• Azure Verified 
Modules

Teams and
Skilling

• Learn modules 
for data roles

• AZ-204: 
Implement secure 
Azure solutions

• AZ-500: Secure 
compute, 
storage, and 
databases

Security

• Data Management 
Fundamentals

• DP-203: Data 
Engineering on 
Microsoft Azure

• Azure Databricks 
Learning Paths

• LinkedIn Learning: 
Azure Spark 
Databricks Essential 
Training

Unify your 
data 

platform

https://learn.microsoft.com/en-us/azure/?product=analytics
https://azure.microsoft.com/en-us/solutions/finops/
https://azure.microsoft.com/en-us/solutions/finops/
https://azure.microsoft.com/en-us/solutions/cost-optimization/#training
https://azure.microsoft.com/en-us/solutions/cost-optimization/#training
https://azure.microsoft.com/en-us/solutions/cost-optimization/#training
https://azure.microsoft.com/en-us/pricing/details/microsoft-fabric/
https://azure.microsoft.com/en-us/pricing/details/microsoft-fabric/
https://azure.microsoft.com/en-us/pricing/details/microsoft-fabric/
https://azure.microsoft.com/en-us/pricing/calculator/
https://azure.microsoft.com/en-us/pricing/calculator/
https://azure.microsoft.com/en-us/pricing/calculator/
https://techcommunity.microsoft.com/blog/FinOpsBlog/understanding-the-total-cost-of-ownership/4419195
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https://techcommunity.microsoft.com/blog/FinOpsBlog/understanding-the-total-cost-of-ownership/4419195
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https://azure.microsoft.com/en-us/blog/get-the-best-value-in-your-cloud-journey-with-azure-pricing-offers-and-resources/
https://azure.microsoft.com/en-us/blog/get-the-best-value-in-your-cloud-journey-with-azure-pricing-offers-and-resources/
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https://learn.microsoft.com/en-us/azure/architecture/landing-zones/landing-zone-deploy
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https://learn.microsoft.com/en-us/azure/cloud-adoption-framework/ready/landing-zone/isv-landing-zone?tabs=mg-env-no%2Cminimal
https://learn.microsoft.com/en-us/azure/cloud-adoption-framework/ready/landing-zone/partner-landing-zone
https://learn.microsoft.com/en-us/azure/cloud-adoption-framework/ready/landing-zone/partner-landing-zone
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https://learn.microsoft.com/en-us/azure/cloud-adoption-framework/ready/enterprise-scale/faq
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https://github.com/Azure/Azure-Verified-Modules
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https://learn.microsoft.com/en-us/training/browse/?terms=azure%20databricks&resource_type=learning%20path
https://learn.microsoft.com/en-us/training/browse/?terms=azure%20databricks&resource_type=learning%20path
https://learn.microsoft.com/en-us/training/browse/?terms=azure%20databricks&resource_type=learning%20path
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Resources for Design and Govern
Start here: Analytics Portal on Learn

• Getting started w/ 
data governance

• Deploy a data 
governance solution

• Microsoft Purview 
domains and 
collections 
architecture and best 
practices

• Microsoft Purview 
data governance best 
practices for security

• Data Security and 
Encryption Best 
Practices

• Security Best Practices 
and Patterns

• Data security and 
encryption best 
practices

• Best practices in 
keeping secrets

• Azure Key Vault RBAC 
guide

• Securing PaaS 
databases in Azure

• Azure data security 
and encryption best 
practices

• Azure identity 
management and 
access control 
security best practices

• Azure Service Fabric 
security best practices

• Architecture best 
practices for Azure 
Databricks

• Architecture best 
practices for Azure 
Event Hubs

• Architecture best 
practices for Log 
Analytics

• Top 5 security items 
to consider before 
pushing to 
production

• DataOps for the 
modern data 
warehouse

• DataOps Best 
Practices: Enhancing 
Data Quality, 
Management and 
Operations

Privacy DataOpsData governance
and compliance

Architectural 
Guidance

Data security

Unify your 
data 

platform

https://learn.microsoft.com/en-us/azure/?product=analytics
https://learn.microsoft.com/en-us/purview/data-governance-get-started
https://learn.microsoft.com/en-us/purview/data-governance-get-started
https://learn.microsoft.com/en-us/purview/data-governance-get-started
https://learn.microsoft.com/en-us/purview/data-governance-solution
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https://learn.microsoft.com/en-us/azure/security/fundamentals/service-fabric-best-practices
https://learn.microsoft.com/en-us/azure/security/fundamentals/service-fabric-best-practices
https://learn.microsoft.com/en-us/azure/well-architected/service-guides/azure-databricks-security
https://learn.microsoft.com/en-us/azure/well-architected/service-guides/azure-databricks-security
https://learn.microsoft.com/en-us/azure/well-architected/service-guides/azure-databricks-security
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https://learn.microsoft.com/en-us/azure/well-architected/service-guides/event-hubs
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https://learn.microsoft.com/en-us/azure/well-architected/service-guides/azure-log-analytics
https://learn.microsoft.com/en-us/training/modules/top-5-security-items-to-consider/
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https://learn.microsoft.com/en-us/azure/architecture/databases/architecture/dataops-mdw
https://learn.microsoft.com/en-us/azure/architecture/databases/architecture/dataops-mdw
https://learn.microsoft.com/en-us/azure/architecture/databases/architecture/dataops-mdw
https://learn.microsoft.com/en-us/azure/architecture/databases/architecture/dataops-mdw
https://learn.microsoft.com/en-us/azure/architecture/databases/architecture/dataops-mdw
https://www.sprinkledata.com/blogs/dataops-best-practices-enhancing-data-quality-management-and-operations
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Resources for Manage and Optimize
Start here: Analytics Portal on Learn

• Model monitoring for 
generative AI applications

• Inference data collection 
from models in production

• Shared Responsibility AI

• Resource utilization and 
efficiency

• Understand and optimize costs 
w/ the Cost optimization 
workbook

• Azure carbon optimization

• Optimize spend with savings 
plan and reserved instance

• Azure Advisor

• Azure Chaos Studio

• Groundedness tests

• GovViz Tool

Monitoring 
& security 

Proactive resiliency for 
analytics workloads

Management & 
optimization

Unify your 
data 

platform

https://learn.microsoft.com/en-us/azure/?product=analytics
https://learn.microsoft.com/en-us/azure/machine-learning/prompt-flow/how-to-monitor-generative-ai-applications?view=azureml-api-2
https://learn.microsoft.com/en-us/azure/machine-learning/prompt-flow/how-to-monitor-generative-ai-applications?view=azureml-api-2
https://learn.microsoft.com/en-us/azure/machine-learning/prompt-flow/how-to-monitor-generative-ai-applications?view=azureml-api-2
https://learn.microsoft.com/en-us/azure/machine-learning/concept-data-collection?view=azureml-api-2
https://learn.microsoft.com/en-us/azure/machine-learning/concept-data-collection?view=azureml-api-2
https://learn.microsoft.com/en-us/azure/machine-learning/concept-data-collection?view=azureml-api-2
https://learn.microsoft.com/en-us/azure/security/fundamentals/shared-responsibility-ai
https://learn.microsoft.com/en-us/azure/security/fundamentals/shared-responsibility-ai
https://learn.microsoft.com/en-us/azure/cost-management-billing/finops/capabilities-efficiency
https://learn.microsoft.com/en-us/azure/cost-management-billing/finops/capabilities-efficiency
https://learn.microsoft.com/en-us/azure/cost-management-billing/finops/capabilities-efficiency
https://learn.microsoft.com/en-us/azure/advisor/advisor-cost-optimization-workbook
https://learn.microsoft.com/en-us/azure/advisor/advisor-cost-optimization-workbook
https://learn.microsoft.com/en-us/azure/advisor/advisor-cost-optimization-workbook
https://learn.microsoft.com/en-us/azure/advisor/advisor-cost-optimization-workbook
https://learn.microsoft.com/en-us/azure/carbon-optimization/
https://learn.microsoft.com/en-us/azure/carbon-optimization/
https://techcommunity.microsoft.com/t5/azure-compute-blog/how-to-optimize-your-azure-compute-spend-with-savings-plan-and/ba-p/4076115
https://techcommunity.microsoft.com/t5/azure-compute-blog/how-to-optimize-your-azure-compute-spend-with-savings-plan-and/ba-p/4076115
https://techcommunity.microsoft.com/t5/azure-compute-blog/how-to-optimize-your-azure-compute-spend-with-savings-plan-and/ba-p/4076115
https://learn.microsoft.com/en-us/azure/advisor/advisor-overview
https://learn.microsoft.com/en-us/azure/advisor/advisor-overview
https://learn.microsoft.com/en-us/azure/chaos-studio/
https://learn.microsoft.com/en-us/azure/chaos-studio/
https://learn.microsoft.com/en-us/azure/ai-services/content-safety/concepts/groundedness
https://learn.microsoft.com/en-us/azure/ai-services/content-safety/concepts/groundedness
https://github.com/JulianHayward/Azure-MG-Sub-Governance-Reporting
https://github.com/JulianHayward/Azure-MG-Sub-Governance-Reporting


Migrate and modernize 
your estate



Migrate and Modernize your Estate

Readiness 
and 

foundation

Design 
and govern

Manage 
and 

optimize

security
• Migration and modernization strategy

• Security and compliance training

• Platform landing zone

• Pricing and financial best practices

• Skilling

• Architectural guidance

• Assess, test, and deploy workloads 

• Cloud governance

• AI-ready migration and modernization

• DevOps and Platform engineering readiness

• Proactive resiliency

• Monitoring

• Cost Efficiency

• Workload improvement
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Migrate & 
Modernize 
your Estate

Use the concepts in each phase to ensure successful migration and modernization



Resources for Readiness and Foundation  
Migrate & 
Modernize 
your Estate

• Migrate overview - Cloud 
Adoption Framework 

• Azure Migrate

• Add migration tools in Azure 
Migrate 

• Azure Site Recovery

• Azure Database Migration 
Service for SQL Server 
migrations

• Microsoft Azure Migration 
Hub

• App Modernization Guidance 
for Azure

• Roadmap for application 
modernization

• Security overview - Cloud 
Adoption Framework

• Define a security strategy

• Migrating servers from 
Microsoft Defender for 
Endpoint to Microsoft 
Defender for Cloud

• Plan your migration to 
Microsoft Sentinel 

• Prepare your landing zone 
for migration

• Landing zone 
deployment options

• ISV considerations

• Get landing zone help

• Landing zone FAQ

• What is Zero Trust? 

• Security in landing zones

• Cloud Migration Guide for 
Financial Leaders

• FinOps Framework

• FinOps Review

• Get started with FinOps

• Azure pricing overview

• Azure Hybrid Benefit cost 
calculator

• Investment: Allocate budget 
and demonstrate ROI 

Platform 
landing zone

Pricing and financial 
best practices

SkillingSecurity and 
compliance training

Migration and 
modernization strategy

• Azure Fundamentals

• Migrate Windows Server 
and VMware workloads on 
Azure to be AI-Ready

• Migrate and Secure a 
Windows Server Workload 
on Azure 

• Migrate Linux & PostgreSQL 
workloads on Azure

• Virtual Training Days

• Azure Credentials

https://learn.microsoft.com/en-us/azure/cloud-adoption-framework/migrate/
https://learn.microsoft.com/en-us/azure/cloud-adoption-framework/migrate/
https://learn.microsoft.com/en-us/azure/cloud-adoption-framework/migrate/
https://learn.microsoft.com/en-us/azure/cloud-adoption-framework/migrate/
https://learn.microsoft.com/en-us/azure/cloud-adoption-framework/migrate/
https://learn.microsoft.com/en-us/azure/migrate/migrate-services-overview?view=migrate-classic
https://learn.microsoft.com/en-us/azure/migrate/migrate-services-overview?view=migrate-classic
https://learn.microsoft.com/en-us/azure/migrate/how-to-migrate?view=migrate-classic
https://learn.microsoft.com/en-us/azure/migrate/how-to-migrate?view=migrate-classic
https://learn.microsoft.com/en-us/azure/migrate/how-to-migrate?view=migrate-classic
https://learn.microsoft.com/en-us/azure/site-recovery/site-recovery-overview
https://learn.microsoft.com/en-us/azure/site-recovery/site-recovery-overview
https://learn.microsoft.com/en-us/azure/dms/dms-overview
https://learn.microsoft.com/en-us/azure/dms/dms-overview
https://learn.microsoft.com/en-us/azure/dms/dms-overview
https://learn.microsoft.com/en-us/azure/dms/dms-overview
https://learn.microsoft.com/en-us/azure/dms/dms-overview
https://learn.microsoft.com/en-us/azure/migration/
https://learn.microsoft.com/en-us/azure/migration/
https://learn.microsoft.com/en-us/azure/migration/
https://learn.microsoft.com/en-us/azure/app-modernization-guidance/get-started/
https://learn.microsoft.com/en-us/azure/app-modernization-guidance/get-started/
https://learn.microsoft.com/en-us/azure/app-modernization-guidance/get-started/
https://learn.microsoft.com/en-us/azure/app-modernization-guidance/get-started/roadmap-for-application-modernization
https://learn.microsoft.com/en-us/azure/app-modernization-guidance/get-started/roadmap-for-application-modernization
https://learn.microsoft.com/en-us/azure/app-modernization-guidance/get-started/roadmap-for-application-modernization
https://learn.microsoft.com/azure/cloud-adoption-framework/secure
https://learn.microsoft.com/azure/cloud-adoption-framework/secure
https://learn.microsoft.com/azure/cloud-adoption-framework/secure
https://learn.microsoft.com/azure/cloud-adoption-framework/secure
https://learn.microsoft.com/azure/cloud-adoption-framework/secure
https://learn.microsoft.com/en-us/azure/cloud-adoption-framework/strategy/define-security-strategy
https://learn.microsoft.com/en-us/azure/cloud-adoption-framework/strategy/define-security-strategy
https://learn.microsoft.com/en-us/defender-endpoint/migrating-mde-server-to-cloud
https://learn.microsoft.com/en-us/defender-endpoint/migrating-mde-server-to-cloud
https://learn.microsoft.com/en-us/defender-endpoint/migrating-mde-server-to-cloud
https://learn.microsoft.com/en-us/defender-endpoint/migrating-mde-server-to-cloud
https://learn.microsoft.com/en-us/defender-endpoint/migrating-mde-server-to-cloud
https://aka.ms/SecureMigration/Learn-SentinelMigration
https://aka.ms/SecureMigration/Learn-SentinelMigration
https://aka.ms/SecureMigration/Learn-SentinelMigration
https://learn.microsoft.com/en-us/azure/cloud-adoption-framework/migrate/prepare/ready-azure-landing-zone
https://learn.microsoft.com/en-us/azure/cloud-adoption-framework/migrate/prepare/ready-azure-landing-zone
https://learn.microsoft.com/en-us/azure/cloud-adoption-framework/migrate/prepare/ready-azure-landing-zone
https://learn.microsoft.com/en-us/azure/architecture/landing-zones/landing-zone-deploy
https://learn.microsoft.com/en-us/azure/architecture/landing-zones/landing-zone-deploy
https://learn.microsoft.com/en-us/azure/architecture/landing-zones/landing-zone-deploy
https://learn.microsoft.com/en-us/azure/cloud-adoption-framework/ready/landing-zone/isv-landing-zone?tabs=mg-env-no%2Cminimal
https://learn.microsoft.com/en-us/azure/cloud-adoption-framework/ready/landing-zone/isv-landing-zone?tabs=mg-env-no%2Cminimal
https://learn.microsoft.com/en-us/azure/cloud-adoption-framework/ready/landing-zone/partner-landing-zone
https://learn.microsoft.com/en-us/azure/cloud-adoption-framework/ready/landing-zone/partner-landing-zone
https://learn.microsoft.com/en-us/azure/cloud-adoption-framework/ready/enterprise-scale/faq
https://learn.microsoft.com/en-us/azure/cloud-adoption-framework/ready/enterprise-scale/faq
https://learn.microsoft.com/en-us/security/zero-trust/zero-trust-overview
https://learn.microsoft.com/en-us/security/zero-trust/zero-trust-overview
https://learn.microsoft.com/en-us/azure/cloud-adoption-framework/ready/landing-zone/design-area/security
https://learn.microsoft.com/en-us/azure/cloud-adoption-framework/ready/landing-zone/design-area/security
https://info.microsoft.com/ww-landing-cloud-migration-guide-for-financial-leaders.html
https://info.microsoft.com/ww-landing-cloud-migration-guide-for-financial-leaders.html
https://info.microsoft.com/ww-landing-cloud-migration-guide-for-financial-leaders.html
https://learn.microsoft.com/cloud-computing/finops/
https://learn.microsoft.com/cloud-computing/finops/
https://learn.microsoft.com/en-us/assessments/ad1c0f6b-396b-44a4-924b-7a4c778a13d3/
https://learn.microsoft.com/en-us/assessments/ad1c0f6b-396b-44a4-924b-7a4c778a13d3/
https://learn.microsoft.com/training/modules/get-started-with-finops/
https://learn.microsoft.com/training/modules/get-started-with-finops/
https://azure.microsoft.com/en-us/pricing/
https://azure.microsoft.com/en-us/pricing/
https://azure.microsoft.com/en-us/pricing/hybrid-benefit/#overview
https://azure.microsoft.com/en-us/pricing/hybrid-benefit/#overview
https://azure.microsoft.com/en-us/pricing/hybrid-benefit/#overview
https://learn.microsoft.com/en-us/platform-engineering/investment?tabs=initial
https://learn.microsoft.com/en-us/platform-engineering/investment?tabs=initial
https://learn.microsoft.com/en-us/platform-engineering/investment?tabs=initial
https://learn.microsoft.com/en-us/credentials/certifications/azure-fundamentals/?practice-assessment-type=certification
https://learn.microsoft.com/en-us/credentials/certifications/azure-fundamentals/?practice-assessment-type=certification
https://learn.microsoft.com/en-us/plans/xo8fptow4z600
https://learn.microsoft.com/en-us/plans/xo8fptow4z600
https://learn.microsoft.com/en-us/plans/xo8fptow4z600
https://learn.microsoft.com/en-us/plans/xo8fptow4z600
https://learn.microsoft.com/en-us/plans/xo8fptow4z600
https://learn.microsoft.com/en-us/plans/xo8fptow4z600
https://learn.microsoft.com/en-us/plans/562fqt0jgox2x?sharingId=AAFABED1855B2EEF
https://learn.microsoft.com/en-us/plans/562fqt0jgox2x?sharingId=AAFABED1855B2EEF
https://learn.microsoft.com/en-us/plans/562fqt0jgox2x?sharingId=AAFABED1855B2EEF
https://learn.microsoft.com/en-us/plans/562fqt0jgox2x?sharingId=AAFABED1855B2EEF
https://learn.microsoft.com/en-us/plans/mx8f7t7pojwgp
https://learn.microsoft.com/en-us/plans/mx8f7t7pojwgp
https://learn.microsoft.com/en-us/plans/mx8f7t7pojwgp
https://events.microsoft.com/en-us/mvtd?amp%253Bscenario=Microsoft+Azure+Virtual+Training+Day%253A+Building+Generative+Apps+with+Azure+OpenAI+Service&language=English&clientTimeZone=1&startTime=08:00&endTime=17:00
https://events.microsoft.com/en-us/mvtd?amp%253Bscenario=Microsoft+Azure+Virtual+Training+Day%253A+Building+Generative+Apps+with+Azure+OpenAI+Service&language=English&clientTimeZone=1&startTime=08:00&endTime=17:00
https://learn.microsoft.com/en-us/credentials/
https://learn.microsoft.com/en-us/credentials/


Resources for Design and Govern

Design workload architecture

before migration

Design migration to Azure

Deploy Azure SQL Database

Azure database and analytics services

Azure Cosmos DB

Azure Database for PostgreSQL

Azure Database for MySQL

SQL Server on Azure VMs

Run a Linux VM on Azure

Expand and optimize application

modernization

Rebuild monolithic applications using

microservices

Rebuild using serverless platforms

Modernize applications using an API wrapper

Replatform data during application

modernization

• Design workload architecture 
before migration 

• Design migration to Azure

• Deploy Azure SQL Database

• Azure database and analytics services

• Azure Cosmos DB

• Azure Database for PostgreSQL

• Azure Database for MySQL

• SQL Server on Azure VMs

• Run a Linux VM on Azure

• Expand and optimize application 
modernization

• Rebuild monolithic applications using 
microservices

• Rebuild using serverless platforms

• Modernize applications using an API wrapper

• Replatform data during application 
modernization

Microsoft’s Responsible AI

principle

Azure AI Content Safety

Azure AI Content Safety – Pricing

Azure AI Content Safety – videos

Innovate and automate using AI

Innovation best practices

• Microsoft’s Responsible AI 
principle

• Azure AI Content Safety

• Azure AI Content Safety – Pricing

• Azure AI Content Safety – videos

• Innovate and automate using AI

• Innovation best practices

Cloud Adoption Framework

governance overview

Migration release checklist

Identity, security, and

compliance best practices

Evaluate strategies through the

6 Rs

Governance

• Cloud Adoption Framework 
governance overview

• Migration release checklist

• Identity, security, and 
compliance best practices 

• Evaluate strategies through the 
6 Rs

• Governance

Platform engineering guide

What is platform engineering?

Platform engineering principles

Use the Platform Engineering

Capability Model

Case Studies: Three customer

platform engineering

implementations

DevOps resource center

Platform Engineering | AKS LABS

Hello from AKS LABS | AKS LABS

• Platform engineering guide

• What is platform engineering?

• Platform engineering principles

• Use the Platform Engineering 
Capability Model

• Case Studies: Three customer 
platform engineering 
implementations

• DevOps resource center

• Platform Engineering | AKS LABS

• Hello from AKS LABS | AKS LABS

Migration assessment checklist

Migration deployment checklist

Assess your application

modernization needs

Make an inventory and collect data

Are you ready for application and

data modernization

Launch your application

modernization strategy

Build a proof of concept

Lay the foundation for application

modernization

Maximize value in your application

modernization plan

Plan an application modernization

strategy

The 6 Rs of application

modernization

• Migration assessment checklist

• Migration deployment checklist

• Assess your application 
modernization needs

• Make an inventory and collect data

• Are you ready for application and 
data modernization?

• Launch your application 
modernization strategy

• Build a proof of concept

• Lay the foundation for application 
modernization

• Maximize value in your application 
modernization plan

• Plan an application modernization 
strategy

• The 6 Rs of application 
modernization

Architectural guidance Assess, test, and deploy 
workloads 

AI-ready migration and 
modernization

DevOps and Platform 
engineering readiness

Cloud governance

Migrate & 
Modernize 
your Estate

https://learn.microsoft.com/en-us/azure/cloud-adoption-framework/migrate/assess/architect
https://learn.microsoft.com/en-us/azure/cloud-adoption-framework/migrate/assess/architect
https://learn.microsoft.com/en-us/training/modules/design-your-migration-to-azure
https://learn.microsoft.com/en-us/training/modules/deploy-azure-sql-database
https://learn.microsoft.com/en-us/training/modules/azure-database-fundamentals
https://learn.microsoft.com/en-us/azure/cosmos-db/introduction
https://learn.microsoft.com/en-us/azure/postgresql/
https://learn.microsoft.com/en-us/azure/mysql/flexible-server/overview-single
https://learn.microsoft.com/en-us/azure/azure-sql/virtual-machines/windows/sql-server-on-azure-vm-iaas-what-is-overview
https://learn.microsoft.com/en-us/azure/architecture/reference-architectures/n-tier/linux-vm
https://learn.microsoft.com/en-us/azure/app-modernization-guidance/expand/
https://learn.microsoft.com/en-us/azure/app-modernization-guidance/expand/
https://learn.microsoft.com/en-us/azure/app-modernization-guidance/expand/rebuild-monolithic-applications-using-microservices
https://learn.microsoft.com/en-us/azure/app-modernization-guidance/expand/rebuild-monolithic-applications-using-microservices
https://learn.microsoft.com/en-us/azure/app-modernization-guidance/expand/rebuild-using-serverless-platforms
https://learn.microsoft.com/en-us/azure/app-modernization-guidance/expand/modernize-applications-using-an-api-wrapper
https://learn.microsoft.com/en-us/azure/app-modernization-guidance/expand/replatform-data-during-application-modernization
https://learn.microsoft.com/en-us/azure/app-modernization-guidance/expand/replatform-data-during-application-modernization
https://www.microsoft.com/en-us/ai/responsible-ai?ef_id=_k_2123488ee3b01045973b2e5cdc3830aa_k_&OCID=AIDcmm1o1fzy5i_SEM__k_2123488ee3b01045973b2e5cdc3830aa_k_&msclkid=2123488ee3b01045973b2e5cdc3830aa
https://www.microsoft.com/en-us/ai/responsible-ai?ef_id=_k_2123488ee3b01045973b2e5cdc3830aa_k_&OCID=AIDcmm1o1fzy5i_SEM__k_2123488ee3b01045973b2e5cdc3830aa_k_&msclkid=2123488ee3b01045973b2e5cdc3830aa
https://learn.microsoft.com/en-us/azure/ai-services/content-safety/concepts/groundedness
https://azure.microsoft.com/en-us/pricing/details/cognitive-services/content-safety/
https://aka.ms/rai-playlist
https://learn.microsoft.com/en-us/azure/app-modernization-guidance/innovate/innovate-and-automate-using-ai-services
https://learn.microsoft.com/en-us/azure/app-modernization-guidance/innovate/innovation-best-practices
https://learn.microsoft.com/en-us/azure/cloud-adoption-framework/govern/
https://learn.microsoft.com/en-us/azure/cloud-adoption-framework/govern/
https://learn.microsoft.com/en-us/azure/cloud-adoption-framework/migrate/release/
https://learn.microsoft.com/en-us/azure/app-modernization-guidance/launch/identity-security-and-compliance-best-practices#compliance-and-governance-considerations
https://learn.microsoft.com/en-us/azure/app-modernization-guidance/launch/identity-security-and-compliance-best-practices#compliance-and-governance-considerations
https://learn.microsoft.com/en-us/azure/app-modernization-guidance/plan/evaluate-strategies-through-the-6-rs
https://learn.microsoft.com/en-us/azure/app-modernization-guidance/plan/evaluate-strategies-through-the-6-rs
https://learn.microsoft.com/en-us/platform-engineering/governance?tabs=initial
https://learn.microsoft.com/en-us/platform-engineering/overview/
https://learn.microsoft.com/en-us/platform-engineering/what-is-platform-engineering
https://learn.microsoft.com/en-us/platform-engineering/what-is-platform-engineering
https://learn.microsoft.com/en-us/platform-engineering/about/principles
https://learn.microsoft.com/en-us/platform-engineering/platform-engineering-capability-model
https://learn.microsoft.com/en-us/platform-engineering/platform-engineering-capability-model
https://learn.microsoft.com/en-us/platform-engineering/case-study
https://learn.microsoft.com/en-us/platform-engineering/case-study
https://learn.microsoft.com/en-us/platform-engineering/case-study
https://learn.microsoft.com/en-us/devops/
https://azure-samples.github.io/aks-labs/docs/category/platform-engineering/
https://azure-samples.github.io/aks-labs/
https://learn.microsoft.com/en-us/azure/cloud-adoption-framework/migrate/assess/
https://learn.microsoft.com/en-us/azure/cloud-adoption-framework/migrate/deploy/
https://learn.microsoft.com/en-us/azure/app-modernization-guidance/assess/
https://learn.microsoft.com/en-us/azure/app-modernization-guidance/assess/
https://learn.microsoft.com/en-us/azure/app-modernization-guidance/assess/make-an-inventory-and-collect-data
https://learn.microsoft.com/en-us/azure/app-modernization-guidance/assess/are-you-ready-for-application-and-data-modernization
https://learn.microsoft.com/en-us/azure/app-modernization-guidance/assess/are-you-ready-for-application-and-data-modernization
https://learn.microsoft.com/en-us/azure/app-modernization-guidance/launch/
https://learn.microsoft.com/en-us/azure/app-modernization-guidance/launch/
https://learn.microsoft.com/en-us/azure/app-modernization-guidance/launch/build-a-proof-of-concept#tactical-and-strategic-pocs
https://learn.microsoft.com/en-us/azure/app-modernization-guidance/foundation/
https://learn.microsoft.com/en-us/azure/app-modernization-guidance/foundation/
https://learn.microsoft.com/en-us/azure/app-modernization-guidance/plan/
https://learn.microsoft.com/en-us/azure/app-modernization-guidance/plan/
https://learn.microsoft.com/en-us/azure/app-modernization-guidance/plan/plan-an-application-modernization-strategy
https://learn.microsoft.com/en-us/azure/app-modernization-guidance/plan/plan-an-application-modernization-strategy
https://learn.microsoft.com/en-us/azure/app-modernization-guidance/plan/the-6-rs-of-application-modernization
https://learn.microsoft.com/en-us/azure/app-modernization-guidance/plan/the-6-rs-of-application-modernization


Resources for Manage and Optimize   

• Azure Advisor

• Azure Well-Architected Review

• Strategic Migration Assessment 
and Readiness Tool

• Proactive resiliency: Reduce risk 
for reliable workloads

• Azure Discovery Workshop –
Proactive Resiliency

• Proactively design and build 
resilient workloads on Azure

• Azure Monitor cost optimization 
using Azure Advisor

• Azure Advisor - Azure Database 
for PostgreSQL flexible server

• Azure Kubernetes Service (AKS) 
cost recommendations in Azure 
Advisor

• What is Microsoft Defender for 
Cloud?

• Azure Defender for Servers

• Confidential computing

• Microsoft Purview

• Azure Monitor

• Azure Backup Site Recovery

• Azure security baseline for 
Azure Migrate

• Secure your hybrid and 
multicloud machines by using 
Azure Arc-enabled servers

• Resource utilization and 
efficiency

• Cost optimization workbook

• Azure carbon optimization

• Optimize costs with Azure pricing

• FinOps interactive guides

• FinOps Framework

• FinOps Review

• Databases: Azure service 
guidance mapped to Azure 
Well-Architected Framework

• What's new in the Azure 
Well-Architected Framework

• Optimize and scale application 
modernization

• Rebuild applications for 
scalability, performance, and 
reliability

• Measurements and feedback

Proactive resiliency Workload improvementCost efficiencyMonitoring

Migrate & 
Modernize 
your Estate

https://learn.microsoft.com/en-us/azure/advisor/advisor-overview
https://learn.microsoft.com/en-us/azure/advisor/advisor-overview
https://learn.microsoft.com/en-us/assessments/azure-architecture-review/
https://learn.microsoft.com/en-us/assessments/azure-architecture-review/
https://learn.microsoft.com/en-us/assessments/azure-architecture-review/
https://learn.microsoft.com/en-us/assessments/azure-architecture-review/
https://learn.microsoft.com/en-us/assessments/Strategic-Migration-Assessment/
https://learn.microsoft.com/en-us/assessments/Strategic-Migration-Assessment/
https://learn.microsoft.com/en-us/assessments/Strategic-Migration-Assessment/
https://gateway.on24.com/wcc/eh/4557503/lp/4902776/proactive-resiliency-reduce-risk-for-reliable-workloads?partnerref=PRW_AZF_ORG_EC_PNSKP
https://gateway.on24.com/wcc/eh/4557503/lp/4902776/proactive-resiliency-reduce-risk-for-reliable-workloads?partnerref=PRW_AZF_ORG_EC_PNSKP
https://gateway.on24.com/wcc/eh/4557503/lp/4902776/proactive-resiliency-reduce-risk-for-reliable-workloads?partnerref=PRW_AZF_ORG_EC_PNSKP
https://partner.microsoft.com/en-us/asset/collection/azure-discovery-workshop-proactive-resiliency#/
https://partner.microsoft.com/en-us/asset/collection/azure-discovery-workshop-proactive-resiliency#/
https://partner.microsoft.com/en-us/asset/collection/azure-discovery-workshop-proactive-resiliency#/
https://partner.microsoft.com/en-us/asset/collection/azure-discovery-workshop-proactive-resiliency#/
https://ignite.microsoft.com/en-US/sessions/BRK241
https://ignite.microsoft.com/en-US/sessions/BRK241
https://ignite.microsoft.com/en-US/sessions/BRK241
https://techcommunity.microsoft.com/blog/azureobservabilityblog/azure-monitor-cost-optimization-using-azure-advisor/4146052
https://techcommunity.microsoft.com/blog/azureobservabilityblog/azure-monitor-cost-optimization-using-azure-advisor/4146052
https://techcommunity.microsoft.com/blog/azureobservabilityblog/azure-monitor-cost-optimization-using-azure-advisor/4146052
https://learn.microsoft.com/en-us/azure/postgresql/flexible-server/concepts-azure-advisor-recommendations
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Azure proactive resiliency

1

Identify

Document your 
critical workloads on 
Azure.

2

Assess

Conduct an assessment to 
understand opportunities 
for enhancement either 
through Well-Architected 
Reliability Assessment or 
Enterprise Security 
Assessment.

3

Remediate

Based on your 
assessment results and 
your highest priorities, 
determine which 
workloads are 
most crucial for 
remediation.

Infrastructure

Infrastructure

Applications

Data

Security
COMING SOON

COMING SOON

COMING SOON

Azure 
Proactive 
Resiliency



Infrastructure resiliency

1
Identify and document
• Identify a business-critical workload that you would like to assess for its resiliency.

• Understand the Business critically in cloud management.

2
Assess and recommend
• The Well-Architected Reliability Assessment offers technical analysis of all Azure services 

in critical workloads, including shared services. It covers high availability, backup and 
recovery, disaster recovery, monitoring, alerting, maintenance control, outage history, 
performance, and security. The results are shared via Azure Advisor and support needs 
are documented for regular follow-up.

• Define the workload to be assessed.

• Use the Azure Proactive Resilience Library (APRL) to discover deficiencies.

• Load recommendations into Azure Advisor for monitoring status.

• Learn about the overview and usage of APRL Scripts in the APRL v2.

3
Plan for remediation and execute
• Communicate findings and discuss potential 

remediation with all relevant stakeholders.

• Focus on highest risk areas, select services aligned 
to the remediation recommendations.

• Execute recommendations to reduce gaps.

• Explore how to use the Reports Generator 
PowerShell script.

Key gaps to address
Single availability-zone deployments: 

Multi-zonal deployment of services 
can prevent customer impact during 
outages, ExpressRoute Gateways 
should be deployed across multiple 
availability zones.

Azure 
Proactive 
Resiliency

https://learn.microsoft.com/en-us/azure/cloud-adoption-framework/manage/considerations/criticality
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https://azure.github.io/Azure-Proactive-Resiliency-Library-v2/azure-specialized-workloads/avd/
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Azure Accelerate
Fueling cloud transformation with experts, investments and resources. 

Access 
trusted experts

• Tap into the expertise of Azure’s 
specialized partner ecosystem 

• Engage with Microsoft’s Cloud 
Accelerate Factory for zero-cost 
deployment assistance

• Available across all industries, 
customers, and project sizes. 

Unlock 
Microsoft investments 

• Access funding for all project 
types and phases to deliver 
faster business outcomes.

• Lower initial costs with Azure 
credits while advancing cloud 
adoption.

• Upskill internal teams with free, 
on-demand content or 
customized training.

Leverage 
comprehensive resources 

• Utilize assessments and AI 
enhanced tools to simplify your 
move to the cloud. 

• Get coverage for all project 
stages—POCs, pilots, and full 
deployments.

• Support for all scenarios across 
migrations, databases, analytics, 
apps, and AI.

Backed by the proven methodologies and tools in Azure Essentials

Get the help you need

https://aka.ms/azureaccelerate
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